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1. Executive Summary

sh0 is a self-hosted cloud platform that combines Platform-as-a-Service (PaaS) and Backend-as-a-

Service (BaaS) into a single Rust binary. It enables developers and organizations to deploy, manage, and

scale applications on their own servers without Kubernetes, complex Docker Compose configurations,

or cloud vendor lock-in.

Key proposition: Install sh0 on any Linux server with one command. Get a complete

deployment platform with managed databases (5 engines), object storage, email hosting with

webmail, authentication, realtime messaging, serverless functions, monitoring, and an AI

assistant — all managed through a modern dashboard or CLI.

sh0 follows the cPanel license model: software is distributed as a binary, customers purchase

cryptographic license keys to unlock features, and all infrastructure runs on the customer's own

servers. This eliminates hosting costs for the vendor while generating recurring revenue with zero

marginal cost per customer.

~50 MB
BINARY  S IZE

182
API  ENDPOINTS

170+
DEPLOY  TEMPLATES

103
AI  TOOLS

559+
AUTOMATED TESTS

cPanel was acquired for approximately $1.5 billion in 2018 after 22 years of license sales in the shared

hosting market. sh0 targets the same model in the modern container and cloud-native market, which is

growing at 28% CAGR and projected to exceed $180 billion by 2028.
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2. Market Analysis

2.1 The Self-Hosted Infrastructure Renaissance

A significant shift is underway in the developer tools market. After a decade of cloud-first thinking,

developers and organizations are re-evaluating self-hosting due to:

Cost predictability: Cloud bills scale unpredictably. A $5/month VPS can host applications that

would cost $50-500/month on Vercel, Heroku, or AWS.

Data sovereignty: GDPR, CCPA, data residency laws, and sector-specific regulations make self-

hosting a compliance requirement for many organizations.

Vendor lock-in fatigue: Proprietary APIs, opaque pricing, and sudden pricing changes (Heroku free

tier removal, Vercel bandwidth costs) are driving developers to open and self-hosted alternatives.

Performance: Self-hosted applications eliminate cold starts, bandwidth charges, and multi-tenant

resource contention.

2.2 Market Segments & Target Audiences

SEGMENT
SEARCH VOLUME

(MONTHLY)
PAIN POINT

Heroku refugees ~30,000 Free tier removed, opaque pricing

Vercel/Netlify users hitting limits ~15,000 Build minutes, bandwidth costs

Supabase/Firebase self-hosters ~10,000 Data sovereignty, pricing at scale

cPanel users modernizing ~20,000 Price hikes, PHP-centric, no

containers

Coolify/Easypanel users wanting

more

~8,000 Missing BaaS, limited features

African developers Growing No local payments, no French

tooling

Agencies with client projects ~5,000 Managing multiple hosting

providers

DevOps replacing Kubernetes ~4,000 K8s complexity for small teams
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2.3 Competitive Landscape

The self-hosted deployment market is fragmented across several categories:

Self-hosted PaaS: Coolify (35K+ GitHub stars), Dokku, CapRover — deploy-focused, no BaaS

Hosting panels: cPanel, Plesk, CloudPanel, aaPanel — PHP-centric, no containers

Self-hosted BaaS: Appwrite, PocketBase, Nhost — backend-only, no deployment platform

Cloud platforms: Heroku, Vercel, Render, Railway — not self-hosted, recurring cloud costs

No existing product combines PaaS + BaaS + AI in a single self-hosted binary. sh0

occupies this unique position in the market — the first platform to deliver a complete, self-

hosted cloud stack as a single downloadable binary.
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3. Product Architecture

3.1 Single Binary Design

sh0 is compiled into a single static binary (~50 MB) that includes:

The Axum HTTP server with 182 API endpoints

An embedded Svelte 5 SPA dashboard (compiled and included at build time via include_dir )

170+ YAML deploy templates (embedded)

SQLite database engine (via rusqlite)

All business logic, AI integration, and orchestration code

$ curl -fsSL https://get.sh0.dev | bash
$ sh0 serve

The binary auto-provisions its dependencies: Docker (if not present), Caddy (for reverse proxy and

TLS), and the SQLite database. A fresh server goes from bare metal to production-ready in under 60

seconds.

3.2 Technology Stack

COMPONENT TECHNOLOGY RATIONALE

Core binary Rust (2021 edition) Memory safety, performance, single binary

HTTP framework Axum 0.7 + Tower Async, composable middleware

Async runtime Tokio Industry standard, multi-threaded

Database SQLite (rusqlite + r2d2) Zero config, embedded, no external dependency

Reverse proxy Caddy (managed child process) Auto-SSL, HTTP/2, Layer 4 TCP

Container runtime Docker Engine API (Unix socket) Industry standard, broad ecosystem

Dashboard Svelte 5 + SvelteKit SPA Small bundle, reactive, modern DX

CSS TailwindCSS 4 Utility-first, design consistency

Encryption ring (AES-256-GCM) + argon2 Audited crypto, password hashing
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Git git2 (libgit2) Native Git, no CLI dependency

SSH russh (pure Rust) Multi-server TOFU, no OpenSSH dependency

3.3 Crate Architecture

sh0 is organized as a Cargo workspace with 10 specialized crates:

CRATE PURPOSE

sh0 Main binary — CLI parsing, server startup, background tasks

sh0-api Axum routes, handlers, MCP server, AI gateway

sh0-docker Docker Engine API client (Unix socket + TCP for remote servers)

sh0-builder Stack detection (20+ stacks), Dockerfile generation, code health checks

sh0-proxy Caddy process management, TLS, Layer 4 routing

sh0-monitor Metrics collection, alert evaluation, uptime checks

sh0-git Git clone/pull, webhook parsing (GitHub/GitLab/Bitbucket)

sh0-backup Backup engine (13 storage backends via OpenDAL)

sh0-auth Authentication, JWT, API keys, TOTP 2FA, RBAC, encryption

sh0-db SQLite models (48+ migrations), connection pooling (r2d2)
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4. Complete Feature Inventory

4.1 Deployment Platform

FEATURE DETAILS

Git deploy GitHub, GitLab, Bitbucket webhooks (push to deploy), branch matching

Docker image deploy Pull and run any Docker image from any registry

Dockerfile deploy Paste a Dockerfile, sh0 builds it with streaming build logs

File upload deploy ZIP/tar.gz drag-and-drop upload with stack auto-detection

Docker Compose Parse and deploy multi-container stacks

sh0.yaml (IaC) Declarative infrastructure-as-code with pre/post deploy hooks

170+ templates WordPress, Ghost, Next.js, PostgreSQL, Redis, Grafana, n8n, etc.

Stack detection 20+ frameworks auto-detected (Node, Python, Go, Rust, PHP, Ruby, .NET, Bun,

etc.)

Auto-SSL Let's Encrypt via Caddy (zero configuration)

Preview

environments

Auto-deploy every PR, auto-cleanup on merge

Blue-green deploys Zero-downtime with automatic rollback

Horizontal scaling 1-10 replicas, round-robin/least-conn/random LB, auto-scaling

Code Health Scanner 34 rules across security, configuration, build, and framework categories

CLI 30+ commands: sh0 push , sh0 watch , sh0 scale , sh0 logs , etc.

4.2 Backend-as-a-Service (BaaS)

SERVICE ENGINE DETAILS
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Database

Servers

PostgreSQL, MySQL,

MariaDB, MongoDB,

Redis

Admin UIs (dbGate, phpMyAdmin, Mongo Express), managed

users/grants, external access with IP allowlists, encrypted

connection strings

File Storage MinIO S3-compatible API, web console, buckets, access key

management, auto-subdomains for API + console

Email

Hosting

Stalwart Mail Server DKIM/SPF/DMARC auto-config, Cloudflare DNS wizard,

webmail (mail.{domain}), CalDAV/CardDAV, mailboxes, aliases,

spam filter, admin panel

PostgREST

API

PostgREST v12 Auto-generated REST API from PostgreSQL tables

Auth Service Logto OIDC-compliant auth, social login (Google, GitHub, etc.),

admin console

Realtime Centrifugo v5 WebSocket + SSE, channels, presence, publish API, 128MB

container

Functions Deno TypeScript/JavaScript serverless, invoke via HTTP, managed

runtime

4.3 Infrastructure & Operations

FEATURE DETAILS

Cloud Backups 13 storage backends (AWS S3, Cloudflare R2, DigitalOcean Spaces, Backblaze B2,

SFTP, Dropbox, Google Drive, etc.) via OpenDAL

Monitoring CPU/memory/network metrics, sparkline charts, per-app resource rankings

Alerts 5 channels: Email, Slack, Discord, Telegram, Webhook

Uptime

Monitoring

HTTP health checks, incident detection, 90-day uptime calculation

Status Pages Public status page per domain, email subscriptions

Multi-server

(BYOS)

SSH tunnel via pure Rust (russh) to remote Docker daemons, TOFU host key

verification, disk-based image transfer, health monitoring

Team & RBAC Owner/admin/developer/viewer roles, project-level permissions, audit log

Cron Jobs Docker container execution, timeout, history, manual trigger

Web Terminal xterm.js shell into any container from the browser
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File Manager Browse, edit, create, delete files inside containers

Cloudflare

Integration

API token + Zone ID settings, automatic DNS record management for mail and services
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5. Backend-as-a-Service Deep Dive

sh0's BaaS layer is unique among self-hosted platforms: every service is deployed as a managed

Docker container with encrypted credentials (AES-256-GCM), auto-assigned subdomains, Caddy

reverse proxy integration, and a unified dashboard experience. Services are provisioned with a single

API call or dashboard click.

5.1 Database Servers

sh0 supports five database engines, each deployed as a managed container with admin UI access:

PostgreSQL

Full-featured relational database. Managed users,

grants, and databases. dbGate admin UI.

PostgREST API available as one-click add-on for

instant REST endpoints.

MySQL / MariaDB

Industry-standard SQL databases. phpMyAdmin

admin UI. User and grant management. External

access with IP allowlists for secure remote

connections.

MongoDB

Document database for flexible schemas. Mongo

Express admin UI. Managed users and

authentication. Auto-configured connection

strings.

Redis

In-memory data store for caching, sessions, and

queues. Commander admin UI. Password-

protected with encrypted credential storage.

All database credentials are encrypted at rest using AES-256-GCM with PBKDF2-derived keys (100K

iterations). Connection strings include the Docker-mapped ports and are displayed with mask/reveal

toggles in the dashboard.

5.2 Email Hosting (Stalwart Mail Server)

sh0 provides a complete, production-ready email hosting solution powered by Stalwart Mail Server:

Auto-provisioned mail server with animated progress overlay during initial setup (40 readiness

attempts over 120 seconds)

DKIM/SPF/DMARC auto-configuration with actual server IP addresses in DNS records

Cloudflare DNS wizard — automatic record creation via Cloudflare API when API token and Zone ID

are configured

Webmail at mail.{domain}  via Caddy reverse proxy, with CalDAV (calendars) and CardDAV

(contacts)
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Admin panel accessible from the dashboard with Stalwart's auto-generated admin credentials

Mailbox management with local part validation, quota control, auto-generate password buttons

Alias management for email forwarding and shared addresses

Deliverability DNS checker verifying MX, SPF, DKIM, DMARC, PTR records

i18n — ~100 translation keys across 5 languages (English, French, Spanish, Portuguese, Swahili)

5.3 Realtime (Centrifugo v5)

Managed Centrifugo container providing real-time messaging capabilities:

WebSocket and SSE transports for bidirectional communication

Channel-based messaging with presence indicators

Publish API for server-side message broadcasting

Auto-assigned subdomain: {name}-realtime.{base_domain}

Encrypted credentials: API key, token secret, admin password, admin secret (AES-256-GCM)

Resource-constrained: 128MB RAM, 0.25 CPU core, no-new-privileges  security

5.4 Functions (Deno)

TypeScript/JavaScript serverless functions in a managed Deno container:

Bootstrap server written via docker exec  (base64-encoded, no shell injection)

HTTP invocation endpoint for function calls

Auto-assigned subdomain: {name}-fn.{base_domain}

Resource-constrained: 256MB RAM, 0.5 CPU core

Example code provided in dashboard overview for quick start
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6. Security & Reliability

6.1 Security Architecture

sh0 has undergone 8 comprehensive security audits across all development phases, with 51+ findings

identified and resolved. Key security measures include:

CATEGORY IMPLEMENTATION

Authentication Argon2id password hashing, JWT (1h access + 30-day refresh), TOTP 2FA, HTTP-

only cookies

Encryption AES-256-GCM for secrets at rest, PBKDF2 key derivation (100K iterations)

API Security Scoped API keys (read/standard/admin), constant-time comparison, rate limiting

Container

Security

no-new-privileges  on all containers, resource limits (CPU/memory), non-root

users

Input Validation Command injection prevention, path traversal protection, YAML bomb protection (256

KB)

CSRF Protection Double-submit cookie pattern with Content-Type enforcement

Headers CSP, HSTS, X-Frame-Options, X-Content-Type-Options

SSH Trust-on-first-use (TOFU) host key verification via pure Rust (russh)

Credentials Mask/reveal toggles in dashboard, encrypted storage, auto-generated passwords

6.2 Rust Memory Safety

By choosing Rust as the implementation language, sh0 eliminates entire classes of vulnerabilities

(buffer overflows, use-after-free, data races) that affect platforms written in C, Go, or Node.js. Zero

unwrap()  calls in library crates — all errors are propagated via the ?  operator with typed error

handling ( thiserror ).

6.3 Code Health Scoring

sh0 includes a built-in code health scanner with 34 rules across security, configuration, build, and

framework categories. Every deployment is automatically analyzed for hardcoded secrets, debug mode
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enabled, missing lock files, and framework-specific anti-patterns. Findings are classified by severity

(Critical, High, Medium, Low) and displayed in the deployment details.

6.4 Multi-Session Audit Methodology

Every major feature undergoes a rigorous audit process:

1. Build: Primary session designs and implements features

2. Audit Round 1: Separate session (fresh context) audits the implementation

3. Audit Round 2: Third session verifies fixes and catches missed issues

4. Approval: Primary session reviews and decides on proposed changes

This methodology has caught critical issues including SPF record mismatches, Docker image name

errors, credential exposure, and i18n inconsistencies — issues that would typically only surface in

production.
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7. AI Integration

7.1 Built-in AI Assistant

sh0 includes a full AI assistant accessible from the dashboard, supporting Claude (Haiku, Sonnet, Opus)

via OpenRouter. The AI has contextual awareness of the server's state and can take actions through 103

MCP (Model Context Protocol) tools.

7.2 MCP Server

sh0 exposes a standards-compliant MCP server at /api/v1/mcp  that any MCP-compatible client

(Claude Desktop, Cursor, Claude Code) can connect to. This enables developers to manage their sh0

infrastructure from their preferred AI tool.

CATEGORY TOOLS RISK LEVEL

Read operations list_apps , get_app , server_metrics ,

list_deployments , get_logs , etc.

Read (any scope)

Write operations restart_app , deploy_app , scale_app ,

trigger_backup , create_app , etc.

Write (standard+ scope)

Destructive

operations

delete_app , delete_database Destructive (admin scope +

confirmation token)

Sandbox exec_command , read_file , list_processes ,

check_connectivity

Write (sandboxed container)

Web web_search , browse_url Read

7.3 Safety Architecture

All MCP tools are classified by risk level. Destructive operations require a confirmation token (5-minute

TTL) and admin-scoped API keys. All tool calls are audit-logged. API keys can be scoped to read ,

standard , or admin  permissions.

7.4 Specialist Agents

Six pre-configured AI agents provide domain-specific expertise:
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DevOps Agent

Deployment workflows, Docker configuration,

CI/CD pipelines, scaling strategies

DBA Agent

Database optimization, query analysis, backup

strategies, migration guidance

Security Agent

Vulnerability assessment, hardening

recommendations, compliance checks

Developer Agent

Code review, debugging assistance, framework-

specific guidance

SRE Agent

Monitoring setup, alert configuration, incident

response, performance tuning

Network Agent

DNS configuration, SSL management, proxy

routing, connectivity troubleshooting

Each agent has a specialized system prompt overlay that focuses the AI on its domain while maintaining

access to all relevant tools.
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8. Competitive Analysis

8.1 sh0 vs Coolify (Closest Competitor)

FEATURE SH0 COOLIFY

Distribution Single binary (~50 MB) Docker Compose (10+ containers)

Managed DB servers 5 engines + admin UI + users/grants Basic Docker containers

File Storage (S3) Built-in MinIO management No

Email Hosting Stalwart + DKIM/SPF/DMARC + webmail No

PostgREST API One-click on PostgreSQL No

Auth Service Managed Logto (OIDC) No

Realtime Managed Centrifugo (WebSocket + SSE) No

Serverless Functions Managed Deno (TypeScript/JS) No

AI Assistant 103 MCP tools + 6 specialist agents No

CLI sh0 push  + 30 commands No

Code Health Scanner 34 rules, auto-run on deploy No

Mobile Money 18+ countries, 135+ providers No

Localization 5 languages (EN, FR, ES, PT, ZH) Community translations

8.2 sh0 vs Supabase (BaaS Comparison)

FEATURE SH0 SUPABASE

Self-hosted Single binary Docker Compose (10+

containers)

Database

engines

5 (PostgreSQL, MySQL, MariaDB, MongoDB,

Redis)

1 (PostgreSQL only)

App deployment Full platform (Git, Docker, CLI, ZIP upload) No
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Email hosting Stalwart with webmail + CalDAV/CardDAV No

AI assistant 103 tools + 6 agents No

Pricing $19/mo (self-hosted, unlimited) $25/mo per project (cloud)

8.3 sh0 vs cPanel (Hosting Panel)

FEATURE SH0 CPANEL

Container support Full Docker No

Database engines 5 managed with admin UIs MySQL only

Modern frameworks Node, Python, Go, Rust, PHP, Ruby, .NET, Bun PHP-centric

AI 103 tools + 6 agents No

Email Stalwart (modern, JMAP) Exim (legacy)

Pricing Free tier available $15/mo minimum
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9. Business Model & Pricing

9.1 License Tiers

FREE ($0) PRO ($19/MO) SCALE ($49/MO) BUSINESS ($99/MO)

Stacks 1 3 Unlimited Unlimited

Deployments Unlimited Unlimited Unlimited Unlimited

All managed services No Yes Yes Yes

Cloud backups No Yes Yes Yes

Priority AI No No Yes Yes

Multi-server + RBAC No No No Yes

Auto-scaling No No No Yes

BYOK AI No No No Yes

9.2 Unit Economics

Zero marginal cost per customer. Each license is a cryptographic key (prefixed sh0-pro- ,

sh0-scl- , sh0-biz- ) that activates features in the customer's own binary. No servers to

provision, no bandwidth to pay for, no infrastructure to maintain. License keys are auto-

generated and delivered via Postmark on payment.

9.3 Payment Infrastructure

Stripe: Credit/debit cards, global coverage, configured under ZeroSuite Inc. (Delaware)

ZeroFee: Mobile Money (MTN, Orange, Airtel, M-Pesa) across 18+ African countries, 135+

providers

Automated delivery: License keys generated and emailed automatically on payment

Yearly discount: ~17% savings on annual billing ($190, $490, $990)

Webhook-driven: Idempotent payment processing prevents duplicate activations
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9.4 Free-to-Paid Funnel

The Free tier is fully functional for deployment (1 stack, unlimited apps, 170+ templates, auto-SSL, CLI).

When developers need managed databases, file storage, email hosting, auth, realtime, or serverless

functions — they hit the Pro paywall. This creates a natural, friction-free upgrade path. The upgrade

prompt shows the user's current plan and available features, with upgrade hints in error messages.



21

10. Go-to-Market Strategy

10.1 SEO-Driven Acquisition

sh0.dev targets high-intent search queries across 5 categories:

"X alternative" pages: heroku-alternative, vercel-alternative, supabase-alternative, firebase-

alternative, cpanel-alternative, coolify-alternative, etc. (13 pages, ~100K+ combined monthly

searches)

"X vs Y" pages: sh0-vs-coolify, sh0-vs-supabase, etc. (14 planned)

"Best X for Y" pages: best-self-hosted-paas, best-self-hosted-baas, etc. (10 planned)

Framework-specific: deploy-nextjs-self-hosted, deploy-laravel-self-hosted, etc.

Audience-specific: for-agencies, for-startups, for-africa, for-freelancers

10.2 Distribution Channels

Direct download: curl -fsSL https://get.sh0.dev | bash

GitHub Releases: Public binary repo (zerosuite-inc/sh0) with checksums

Product directories: AlternativeTo, Product Hunt, Hacker News

Community: Discord, documentation (33 pages), developer blog

10.3 Localization

sh0 supports 5 languages from day one: English, French, Spanish, Portuguese, and Chinese. The

French-first positioning (with correct diacritics throughout) targets the 200M+ French-speaking African

market where no competitor offers localized tooling. Additionally, Swahili translations are included for

email hosting features targeting East African users.
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11. Technology & Engineering

11.1 Quality Metrics

METRIC VALUE

Total automated tests 559+

Development phases completed 41+

Security audit findings resolved 51+

API endpoints documented (OpenAPI 3.1) 182

Database migrations 48+

i18n keys 500+ across 5 languages

CI pipeline GitHub Actions (fmt, clippy, test, dashboard build)

Cross-compilation targets 4 (Linux x64/ARM64, macOS x64/ARM64)

11.2 Release Infrastructure

Private source repo: zerosuite-inc/sh0-core

Public binary repo: zerosuite-inc/sh0

CI cross-compiles via cargo-zigbuild for 4 targets

Binaries published to GitHub Releases with SHA-256 checksums

Install script served from sh0.dev (SvelteKit)

License key prefixes: sh0-pro- , sh0-scl- , sh0-biz-

11.3 Dashboard Architecture

The dashboard is a Svelte 5 SPA compiled into the Rust binary at build time via include_dir . It uses

TailwindCSS 4 for styling, rune-based reactivity ( $state , $derived , $effect ), and typed API clients

for each service. The dashboard is fully localized with 500+ i18n keys across 5 languages, with correct

diacritics for French and Portuguese.
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12. Future Direction

12.1 Stability-First Approach

sh0 is feature-complete as of April 2026. The roadmap for the next 3 years prioritizes:

Bug fixes and stability improvements

Security patches

Performance optimization

Documentation expansion

This deliberate choice follows the cPanel playbook: build a complete, reliable product and focus on

sales and customer retention rather than feature churn. Developers need stability from their deployment

platform, not weekly breaking changes.

12.2 Potential Future Enhancements

These are architecturally prepared but not committed to a timeline:

OpenTelemetry export (Grafana, Datadog integration)

Nixpacks / Cloud Native Buildpacks

TypeScript, Python, and Go SDKs

SSO / SAML authentication (Enterprise)

Terraform provider

Spam filter configuration UI for email hosting

Custom Sieve filter rules for mailboxes

DKIM key rotation UI

Mail queue monitoring

Contact: For inquiries about sh0, partnership opportunities, or acquisition discussions, please

contact hello@zerosuite.dev or visit sh0.dev/investors.
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